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Topic and Research Context

Messaging systems are critical digital infrastructure.
® social communication
® economic coordination

® political interaction

Most systems today rely on centralized architectures.
End-to-end encryption does not remove the dependence on central servers.

Delivery, availability, and communication flow pass through operators.
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Motivation

Centralized messaging systems create several risks:

® single points of failure
e surveillance & censorship exposure
® metadata leakage

® |imited fault tolerance
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Why decentralization helps?

Responsibility is distributed across many independent participants rather than one operator.

Potential benefits:
® no single infrastructure; reduced dependence on one provider
e greater fault tolerance

® stronger resistance to censorship
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Blockchain

A distributed network that maintains an ordered sequence of blocks linked by hashes.
Each block typically contains:
® 3 reference to the previous block

® 3 batch of transactions

® cryptographic commitments to the block contents

Key idea

Blockchains already coordinate many distributed nodes and propagate structured data.
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Related Work

e Mix Networks (Chaum), Onion Routing, GNUnet
® Early blockchain messengers (e.g., Ethereum Whisper, 2018)

e Limitations of prior P2P / decentralized systems:

® poor adoption

® high node maintenance
® usability issues

® inefficient retrieval

RAVEN builds on blockchain ordering while focusing on practical retrieval.
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Core Idea of RAVEN

Hybrid approach:
e Layer 1 — Blockchain with cryptographic anchors (commitment stored on-chain)

® Layer 2 — encrypted extension blocks containing the actual messages

Clients verify retrieved blocks against finalized on-chain commitments

Different retention nodes: archive and regular

Lightweight ledger + verifiable off-chain storage.
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RAVEN High-Level Architecture

Message Node 1 Node 2 Node 3 I
submission and ym————
local pools &w.. |Z| — Local encrypted- Local encrypted- i ‘I

message pool message pool message pool | Nodes validate
A= B— |mms- | — - | — | = =
b ossip admited !
~ >4 &4 bt
ﬁunrc N — I )
1 a3 ¥ T P
Proposer at N
e partent.chain [ SeckProducing node
height h Setect it set of valid Construct exetnsion Construct exetnsion PR
pending meseages block identifier
—>
Th = {MYL, EBy, = (vn, Ths in) eid, = H(enc(EBy)) ARy = (protocol Tag, eid)
Parent chain and Block h — 1 Block h (current) Block h +1 Storage nodes store. \
g Parent chain o y B B s B8y according 1 remtion pokcy
off-chain storage (block headers) ARy = (protocolTag, eidy )~ —» ARy = ARy = —
sih (s o En= )| e
anchors | anchors | anchors | Momt] (enc)
commits 1o commits to commits o
archive
Oft-chain extenssion [T RN SNINEY EBy = (o4, Th i) EBu1 = (vh1, Tian, i) _@ BB = (o0 Ty )| e
blacks (encrypted) () ) (o0 history
Client retreival and ~ ~ - . \
s ; Query interval s, ] Light client-chain (Request B trom) Verity: H(enc(EBy)) = eidy ‘Accoptad message
verification ™ s<h<e ificati candidate nodes Accept if anchor is cannonical
| | | (parallel) (decrypt & deliver)
e = : S
Fallback mode: compare tips and
anchors from multiple peers (weaker trust
E. Bochvaroska (UP FAMNIT) RAVEN

2026 9/19



Retention-Aware Greedy Splitter

Split a request [s, €] by node coverage, not into
fixed-size chunks.

o
2]
o

sort nodes by retention (archives last)

scan the range right — left

open a new segment only when the serving

node-set changes
leftover old prefix — archive nodes

merge adjacent segments with identical
candidates
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Experimental Setup

® Docker + Docker Swarm (24-node cluster)

® seed-based discovery + peer table

e failure injection (timeout, corrupt, missing, false advertise. . .)

® chain height up to 20,000 blocks

® 10,000+ measured queries per strategy / concurrency

® query mix: Recent-Short 30%, Medium 30%, Long 25%, Boundary 15%

® concurrency: 1, 4, 8, 16
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Retrieval Strategies Evaluated

¢ Archive-only — always query full archive node(s)

® Naive whole-range — entire range, no decomposition
® RAVEN Sequential

® RAVEN Parallel

® Reorganization

Failure Injection

E. Bochvaroska (UP FAMNIT) RAVEN 2026 12 /19



Archive Load Reduction

Archive Byte Share by Strategy
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RAVEN: archive usage 39.8%
60.2% shifted to regular nodes

retention-aware load distribution
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Completion Latency
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advantage decreases under heavy
load

2026 14 /19



Progressive Availability & Reliability
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® baselines expose no data until full
completion

o RAVEN Parallel: first results after
1.06s

® enables incremental sync & earlier
usability
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Latency Breakdown by Phase
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e median latency split by phase

e retrieval /response phase dominates

e split, JSON, validation, merge are

small
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Conclusion

RAVEN achieves its main goals:
e strong reduction in archive dependency (scalability & resilience)
® competitive performance and latency

e efficient decomposition (low subquery & retry overhead)

balanced node utilization

Takeaway

With reorg safety and failure resilience, RAVEN is a solid foundation for decentralized
messaging.
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Thank You!

Questions?



	Introduction
	Background
	The RAVEN Design
	Evaluation
	Conclusion

